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‘A Council wide risk aware
culture that is underpinned by a
fully integrated risk
management framework, which
enables effective decision
making’

This strategy sets out the long term vision for the Council’s continuous development of a
risk aware culture, which is underpinned by an integrated risk management process that
enables effective decision making.
Effective risk management will be an integral part of the Council's activities by ensuring
that threats and opportunities to objectives are identified and managed as effectively as
possible.

‘
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INTRODUCTION
The Council undertook an internal strategic risk management review during 2020-21 which assessed all risk
structures, reports and processes. The purpose of the review was to ensure that the Council is in the best
possible position to respond to risk and that all components of the risk management framework are aligned
with best practice.
This strategy builds on the existing process of improvement by setting out four key priorities and supporting
actions that will enable the Council to achieve its vision for risk management. Four priorities were identified
as development areas that will improve risk management in accordance with the ISO 3100 – 2018 Risk
Management standards.

OUR PRIORITIES
1. Integrate a clear and
consistent approach to
risk management which
is customised to the
needs of East Riding
services

2. Ensure an effective
reporting process is in
place to improve the
accuracy and escalation
of risk

3. Provide regular and
accessible risk
management support
and guidance to
enable a dynamic
response to risk

4. Actively champion
and embed risk
management into all
processes to
develop a culture of
communication and
awareness

EXTERNAL FACTORS
In light of key global and national events, such as the Covid-19 pandemic and UK’s exit from the European Union,
heightened uncertainty has resulted in local authorities leading the way in critical decision making. It has also
resulted in a rapidly changing context for the way in which public services are delivered. This strategy will,
therefore, be reviewed on an annual basis to ensure that it reflects any key changes that could impact the
corporate governance structure or threaten the Council’s ability to achieve its objectives.
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WHAT IS RISK MANAGEMENT?
Risk Management is a central pillar of the corporate governance framework and a process which coordinates
activities that direct and control an organisation with regard to risk.
Effective risk management relies on a robust framework and a clear process that identifies, evaluates, manages
and monitors risk in a way which is integrated into an organisation’s culture. More information on the risk
management framework can be found in the East Riding’s Risk Management Process Manual.

RISK MANAGEMENT DEFINITIONS
RISK

CONTROL

RISK APPETITE

The effect of uncertainty on objectives

Any action which is taken to manage risk
The amount and type of risk that an organisation is willing to
pursue or retain

A full list of risk management definitions which are used in this strategy and are used across the Council can
be found at APPENDIX A.

ROLES & RESPONSIBILITES
Responsibility for the active identification and management of risk, is delegated from the Council to the
Cabinet, from the Cabinet to the Corporate Management Team (CMT) and then to the appropriate management
level in the organisational structure.
The framework within which risk owners manage their risks, will be overseen by the Cabinet and CMT, as
appropriate, and facilitated by the Director of Adults, Health and Customer Services and the Principal Risk
Management Officer. Assurance on the effectiveness of the framework will be provided by the Audit
Committee.
Additional lines of communication will be maintained between key areas of risk management such as Internal
Audit, Emergency Planning, Insurance, Fraud, Corporate Performance and Health & Safety.
A full list of roles and responsibilities that are integrating throughout the organisation can be found in the Risk
Management Process Manual.
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RISK APPETITE
The Cabinet, in making decisions on corporate policies, plans and strategies, will determine the organisation’s
overall risk appetite.
In pursuing its objectives, the Council recognises that a level of risk is required to implement innovative change
initiatives, projects and programmes of work which will bring about significant improvement. Officers will,
accordingly, consider the overall risk appetite when developing mechanisms to manage such risk and will be
supported by the Risk Management Team to do so. It is also recognised that in certain circumstances, the level
of risk the Council is willing to accept will differ. Risk tolerances categories have, therefore, been developed to
guide decision making and can be found at APPENDIX B. Adopting different risk tolerances for each category
enables a dynamic and customised approach to risk management that is reflective of specific circumstances
and internal and external factors.
All strategic risks will be measured using the risk probability and impact matrix shown at APPENDIX C. The Risk
Management Team will provide guidance and support to risk owners to ensure that risks are measured
accurately and consistently.
Service and operational risks may be measured using the strategic risk matrix, however, alternative references
may be used to guide risk scoring. Each Head of Service will monitor and manage these risks with the support
of the Risk Management Team and regular Internal Audit Inspections will assess the controls and assurances
which are in place.
Strategic risks will be reported to the Cabinet and Audit Committee on a bi-annual basis and reviewed by CMT
monthly to ensure that any emerging threats and opportunities are managed in a timely manner. Directors will
provide regular risk updates to members via Portfolio Holder meetings to ensure that risks are routinely
assessed.
The risk appetite and risk tolerance categories will also be reviewed on a regular basis as part of the risk
management process and will be formally assessed on an annual basis by CMT, the Cabinet Members and Audit
Committee.

MONITORING, EVALUATION & REVIEW
The progress of the four priorities set out the strategy will be assessed regularly, with update reports being
submitted to CMT, the Cabinet and Audit Committee on an annual basis. Regular risk health checks, risk
maturity assessments, engagement surveys and one to one risk owner meetings will also be used to measure
improvements. Key risk stakeholders will be part of feedback or consultation exercises to ensure that the risk
management process is adapted to the context and needs of the organisation.
As part of their annual review of the effectiveness of risk management, the Audit Committee will consider any
changes that may be required to this strategy or the risk management framework and make recommendations
to the Cabinet.
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RISK MANAGEMENT STRATEGY- PLAN ON A PAGE

OUR PRIORITIES

Vision: ‘A Council wide risk aware culture that is underpinned by a fully integrated risk management framework which enables effective decision making.’

PROCESS

APPROACH
Integrate a clear and consistent
approach to risk management
which is customised to the needs
of East Riding services

KEY ACTIONS

• Develop and maintain a Risk Management
Strategy that outlines and drives an
effective risk framework

• Define and implement clear roles and
responsibilities for all risk stakeholders

• Regularly review processes and

ENABLERS

STRATEGIC

procedures in line with existing policies
and best practice

Audit Committee

Ensure an effective reporting
process is in place to improve the
accuracy of risk assessments

• Implement and maintain a clearly defined
reporting and escalation structure that
informs decision making

• Provide timely risk updates to ensure CMT,
the Cabinet and Audit Committee are
provided with oversight

• Manage the ongoing integration of a risk
system that facilitates accessible risk
information

Cabinet Members

Corporate
Management Team

AWARENESS

GUIDANCE
Provide regular and
accessible risk management
support and guidance to ensure a
dynamic response to risk
• Maintain awareness of up to date
knowledge and best practice

• Deliver regular training workshops
tailored to enable Risk Owners to
confidently manage risk

• Support the understanding and integration
of improved risk management techniques
such as trend analysis and greater use of
performance data

East Riding Risk
Network

Actively champion and embed risk
management into all processes to
increase risk communication and
awareness

• Develop a communication plan to promote
the importance of risk awareness and
create a culture of support

• Establish and embed an internal risk
network with risk stakeholders to
strengthen communication

• Facilitate regular communication between
and with Risk Owners

Performance and
Reporting Data

Risk Management
System

Progress against an agreed action plan will be frequently reviewed and updated regularly, as well as shared in the six monthly reports to both CMT, the Cabinet
HOW WILL
PROGRESS BE and Audit Committee. Routine collaborative meetings with Internal Audit will also be used as a forum for sharing updates, best practice and feedback on the
MONITORED? success and development of the strategy. Regular health checks, surveys and Risk Owner meetings will also be used to gather feedback and monitor progress.
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APPENDIX A - GLOSSARY
ASSURANCE

An evaluated opinion, based on evidence gained from review, on
the Council’s governance, risk management and internal control
framework

CONTROL

Any action which is taken to manage risk

IMPACT

The probable consequences if a specific risk is realised

INHERENT RISK

The exposure arising from a specific risk before any action has
been taken to manage it

LIKELIHOOD

The probability of a risk event happening within a given time
period.

OPERATIONAL RISK

Uncertainty encountered by managers and staff in the daily
course of their work

RESIDUAL RISK

The exposure arising from a specific risk once action has been
taken to manage it

RISK

The effect of uncertainty on objectives

RISK APPETITE

The amount and type of risk that an organisation is willing to
pursue or retain

RISK MANAGEMENT

All the processes involved in identifying, assessing and judging
risks, assigning ownership, taking actions to mitigate or
anticipate them, monitoring and reviewing progress

RISK OWNER

The nominated person who has the overall authority and
accountability to make the decision on how to manage risk

RISK TREATMENT

The process of deciding how to manage a risk once it has been
identified (transfer, tolerate, terminate, treat).

SERVICE RISK

Risks which present uncertainty to the achievements of a service
area and its objectives, often outlined in the Service Plan

STRATEGIC RISK

Risks that represent a significant threat to the overall
achievement of the objectives in the Council Business Plan.
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APPENDIX B – RISK MANAGEMENT CATEGORIES (part 1)
Category

Insignificant

Minor

Moderate

Major

Catastrophic

< 0.25% of Council risk
reserves (< £0.15m)

0.25% to 1% of Council risk
reserves (£0.15m to £0.6m)

1% to 15% of Council risk reserves (£0.6m
to £10m)

15% to 90% of Council risk reserves (£10m
to £58m)

> 90% of Council risk reserves (>£58m)

No breach or potential
for small number of
claims

Breach of local guidelines or
potential for moderate number
of claims

Breach of regulation with potential
investigation by external party /
ombudsman with fine or associated claims
a probability

Breach of regulation with potential for
litigation against council or prospect of
significant fine for breach

Breach of regulation with likelihood of
multiple litigation claims against
council or likely council will be placed
into special measures

No impact to partnership
relationships

Difficulty in aligning strategies
with a partner organisation to
support a project

Difficulty in aligning strategies with a
partner organisation to support
collaborative working

Unable to reach an agreement with a
partner organisation leading to
termination of a project and / or
deterioration of working relationship

Unable to reach an agreement with a
key partner organisation leading to
non-delivery of a key objective and / or
relationship with a key partner severely
damaged

Minor incident or near
miss resulting in no
injuries. (As
defined under
RIDDOR)

Incident requiring medical
treatment.
Less than a three day
absence.(As defined
under RIDDOR 2013)

Single major injury. Injuries resulting in an
absence off work longer than or equal to
seven. (As defined under
RIDDOR 2013)

Fatality or major injuries.
Injuries resulting in permanent disability.

Multiple fatalities

Health & Safety,
Wellbeing

Safeguarding

Little or no cause for
concern of any
safeguarding breach, no
concern of successful
claim against council

Unsubstantiated concerns of
safeguarding incident,
concerns of potential claim
against council

Confirmed safeguarding incident impacting
single individual, likely claim being
brought against council.

Safeguarding incident requiring serious
case review, increased likelihood of
successful claim against council

Significant incident leading to external
enquiry and potential for council being
placed in special measures. Significant
likelihood of claims against the
authority

Financial

Compliance &
Regulatory

Contractual and
Partnership
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APPENDIX B – RISK MANAGEMENT CATEGORIES (part 2)
Category

Insignificant

Minor

Moderate

Major

Catastrophic

Technology

Little or no impact on service
delivery as a result of
technology / ICT infrastructure
outage

Loss of system(s) of up to 1 day,
impact on ability to maintain
daily tasks

Loss of operational systems for up to 3
days, loss of key systems up to 1 day
impacting on ability to maintain service
delivery

Loss of operational systems for 5days, loss
of key systems for 3-5 days impacting on
ability to deliver service objectives

Major disruption to technology / ICT
infrastructure (5days+) leading to
inability to delivery against strategic
objectives

No damage to the environment

Localised, short term
reversible damage to the
environment

Localised long term reversible damage to
the environment or widespread short term
reversible damage to the environment

Localised irreversible damage to the
environment or widespread long term
reversible damage to the environment

Widespread irreversible damage to the
environment

No impact or damage to
equipment or assets

Minor damage to property or
assets

Significant, but temporary damage to
property or assets

Sustained damage to property or assets,
repairs likely to take 2months

Long term / permanent damage to
critical property or assets

Minor adverse publicity in
local media

Significant adverse publicity in
local media

Significant adverse publicity in national
media

Sustained adverse publicity in national
media

Significant and sustained adverse
publicity (local, national, international)

A minor local problem, could
be related to lack of action
taken by the council on a
specific issue or a missed
service

This is likely to be a bigger
local problem and will likely
have a greater impact on a
larger group of people, for
example a highway scheme
being delayed resulting in
traffic congestion and/or loss
of business

Short term loss of public confidence –
extended local media coverage and
widespread discussion on social media

Medium to long term loss of public
confidence – sustained media coverage
(locally and nationally) as well as
widespread and prolonged discussion on
social media

Full public enquiry or critical external
assessor report on key functions (cases
could involve vulnerable people or
groups).Total loss of public confidence

Environmental

Physical
Security

Reputational

*For the financial risk category, Council risk reserves are defined as the uncommitted balance of the General Fund reserve plus General Fund earmarked reserves for the management of
general and service specific risks. The financial values of the percentages will be updated on an annual basis relative to the latest values of risk reserves in the Council’s published accounts.

10 | Risk Management Strategy 2021

APPENDIX C – RISK MEASUREMENT
LIKELIHOOD SCORING MATRIX
LIKELIHOOD
Almost certain
Likely
Possible
Unlikely
Remote

SCORE
5
4
3
2
1

DESCRIPTION
The event is expected to occur in most circumstances
The event will probably occur in most circumstances
The event will occur at some time
The event is not expected to occur
The event may only occur in exceptional circumstances

LIKELIHOOD

IMPACT
INSIGNIFICANT
1

MINOR
2

MODERATE
3

MAJOR
4

CATASTROPHIC
5

5

10

15

20

25

4

8

12

16

20

POSSIBLE
3

3

6

9

12

15

UNLIKELY
2

2

4

6

8

10

REMOTE
1

1

2

3

4

5

ALMOST
CERTAIN
5
LIKLEY
4

CRITERIA
Probability of occurring in the next year > 90%
Probability of occurring in the next year = 60% to 90%
Probability of occurring in the next year = 30% to 60%
Probability of occurring in the next year = 10% to 30%
Probability of occurring in the next year < 10%

STRATEGIC RISK MATRIX
ACCEPTABLE RISK – Risks which are positioned on the risk matrix
with a green value will be treated as acceptable risk which pose a
minimal threat to the objectives.

RISK TOLERANCE LEVEL – Risks which are positioned on the risk
matrix with a red value will be treated as unacceptable risks that
are above the level of risk exposure agreed by the organisation.
Efforts will be focusing on reducing the risk exposure to an
acceptable level.

